PrimeLife/IFIP Summer School Programme, 7-11 September 2009,
Nice/France

Sunday, 6™ September 2009:
18:00-20:00 Early registration at Maison du seminaire,
Welcome drink

Monday, 7" September 2009:
Main Topic: Privacy from an Enterprise/Institutional Perspective

(The first day will take place at Eurecom in Sophia Antipolis (room: Amphitheatre
Lumiere), which is the Science Park in the area of Nice).

8:30: Registration at Maison du seminaire

9:15: Bus departs from Maison du seminaire to Eurocom/Sophia Antipolis (registration
desk will also open there.)

10:30 Introduction, Welcome

Keynote session I:
(Chair: Jean-Christophe Pazzaglia)

10:45-11:45: Keynote speech: Refik Molva (Eurecom):
“Safebook: a privacy-preserving peer-to-peer social network application™

11:45-12:45: Keynote speech: Jan Camenisch (IBM Research)
“Privacy Enhancing Cryptography: Theory and Practice”
13:00-14:00: Lunch

Keynote session Il:
(Chair: Rigo Wenning)

14:00-15:00: Keynote speech: Franck Baudot (CNIL expert):
“Identity from a data protection authority perspective in 2009

15:00-16:00: Parallel workshops
Workshop 1: Privacy Tools

Slim Trabelsi and Michele Bezzi (SAP Labs) present and discuss a tool for “Data
Disclosure Risk Evaluation™

Workshop 2: eHealth Privacy |




by Diane Whitehouse (The Castlegate Consultancy)
16:00-16:30: Coffee

16:30-17:45: Panel Session: Privacy from an Enterprise/Institutional Perspective
Chair: Michele Bezzi

“Privacy risks and actors”

Panel participants: Jan Camenisch, Marc Darcier, Franck Baudot, Caspar Bowden, Diane
Whitehouse, Wainer Lusoli

17:45: Summing up the day

18:00 Cocktails, snacks

Bus to Nice/Maison du seminaire departs at 19:15

Tuesday, 8" September 2009:

Main Topic: Lifelong Privacy

Keynote session IlI:
(Room MATISSE, Chair: Marit Hansen)

9:00-10:00: Keynote speech: Sabrina De Capitani di Vimercati (University of Milano):
“Privacy of Data™

10:00-10:30: Coffee

10:30-11:30: Keynote speech: Andreas Pfitzmann (TU Dresden):
“Lifelong Privacy”

11:45-13:00: Lunch
13:00-15:30: Parallel workshops

Workshop 3: Privacy and Trust Technologies
(Room CHAGALL; Chair: Lothar Fritsch)

Stefanie Potzsch and Katrin Borcea-Pfitzmann, “Privacy-Respecting Access Control in
Collaborative Workspaces”

Were Oyomno, “Personal Information, Context and Privacy in Context-Aware Services”

Tom Kirkham, “Securing personal data in an automated placement matching
community”



Workshop 4: eHealth Privacy Il
(Room BONNARD-CEZANNE, Chair: Diane Whitehouse)

Syed Naqvi, Gautier Dallons and Christophe Ponsard, ““Assuring Privacy of Medical
Records in an Open Collaborative Environment - A Case Study of Wallonia region’'s
eHealth Platform”

Diego Garcia, M. Beatriz F. Toledo, Miriam A. M. Capretz, Paul Grace and Gordon S.
Blair, ““A Configurable Approach to Privacy Ontology and its Application to Mobile e-
Health Services”

Fabio Massacci, Ayda Saidane and Viet Hung Nguyen, “No Purpose, No Data: Goal-
oriented Access Control for Ambient Assisted Living”™

15:30-16:00 Coffee
16:00-17:40: Parallel workshops

Workshop 5: eGovernment Privacy and Identity Management
(Room CHAGALL, Chair: Charles Raab)

José Formaz and Olivier Glassey, “Follow the PIG: or how to analyse the governance of
population registers”

Pravir Chawdhry and loannis Vakalis, ““Use of ePassport for Identity Management in

Network-Centric Citizen Life Processes”

Workshop 6: Privacy-Respecting Biometrics
(Room, BONNARD-CEZANNE, Chair: Ronald Leenes)

Nicolas Delvaux, “TURBINE fingerprint biometric for trusted and revocable identity:
technical challenges™

Els Kindt, “Privacy by design ? The case of biometrics”

Workshop 7: Lifelong Privacy
(Room MATISSE, Chair: Andreas Pfitzmann)

Marit Hansen, Maren Raguse, Katalin Storf and Harald Zwingelberg, “Privacy from
Womb to Tomb”



Isabelle Oomen, “Out of Sight, Out of Mind? The influence of social network sites on
personal networks”

17:40-18:00: Summing up the day (room MATISSE)
Wednesday, 9" September 2009:
Main topic: Privacy & Web 2.0

Keynote Session IV:
(Room MATISSE, Chair: Simone Fischer-Hubner)

9:00-10:00: Keynote speech: Ronald Leenes (Tilburg University):
“Where the rubber meets the road: Privacy and Sociability in social network sites™

10:00-11:00: Keynote speech: Eleni Kosta (KU Leuven):
“The Freddi Staurs of Social Networking — A legal approach™

11:00-11:30: Coffee

Keynote Session V:
(Room MATISSE, Chair: Ronald Leenes)

11:30-12:30: Keynote speech: Caspar Bowden (Microsoft EMEA):
“Improving the implementation of the right of data subject access™

12:30-13:30: Lunch
13:30-16:00: Parallel workshops

Workshop 8: Transparency
(Room CHAGALL, Chair: Caspar Bowden)

André Deuker, “Addressing the Privacy Paradox by Expanded Privacy Awareness — The
Example of Context-Aware Services™

Hans Hedbom, Tobias Pulls, Peter Hjéartquist and Andreas Lavén, “Adding Secure
Transparency Logging to the Prime Core”

Stefan Kopsell and Petr Svenda, ““Secure logging of retained data”

Workshop 9: Social Networks & Privacy
(Room BONNARD-CEZANNE, Chair: Rigo Wenning)




Aleksandra Kuczerawy, ““Facebook and its EU users - applicability of the EU data
protection law to US based SNS™

Penny Duquenoy and Patrick Watson, “Treading a fine line: protecting children in
online social networks™

Dominik Birk, Felix Grobert and Christoph Wegener, “Social Network Analysis:
Modeling Attacks and Visualizing Privacy”

16:00-16:20: Coffee

16:20-18:00: Parallel workshops

Workshop 10: HCI for PETs
(Room CHAGALL,; Chair: Simone Fischer-Hiibner)

Erik Wastlund, Peter Wolkerstorfer “PET-USES™

Marit Hansen, Harald Zwingeberg, Erik Wastlund, Simone Fischer-Hubner, “HCI for
Privacy Policy Management and Displaying”

Workshop 11: Privacy Violation Detection & Prediction
(Room BONNARD-CEZANNE, Chair: Hans Hedbom)

Maike Gilliot and Rafael Accorsi, “Runtime Prediction of Policy Violations in Automated
Business Processes™

Nils Ulltveit-Moe and Vladimir Oleshchuk, ““Study of Snort Rule-set Privacy Impact”™
18:00-18:15: Summing up the day (Room MATISSE)

19:30: Nissart Dinner in the Nice area

Thursday, 10" September 2009:

Main topic: Legal, Socio-Economic and Technical Aspects of Identity Management

Keynote session VI:
(Room MATISSE, Chair: Penny Duquenoy)

9:00-10:00: Keynote speech: Wainer Lusoli (JRC Seville):
“Write privacy read identity: legal, technical and economic aspects of a new regulatory
framework™



10:00-11:00: Keynote speech: Charles Raab (Edinburgh University):
“Privacy Principles for Identity Management™

11:00-11:30: Coffee

Keynote Session VII:
(Room MATISSE, Chair: Michele Bezzi)

11:30-12:30: Marc-Michael Bergfeld (Giesecke&Devrient):
“Privacy on Mobile Devices: Present and future technologies™

12:30-13:30: Lunch

13:30-16:00: Parallel workshops
Workshop 12: Business and Privacy
(room CHAGALL)

Michael Bergfeld (Giesecke&Devrient):
““Can privacy be a business? How would a venture financier reflect on the topic?”

Workshop 13: Anonymity
(Room BONNARD CEZANNE, Chair: Jean-Christophe Pazzaglia)

Ge Zhang, “An analysis for anonymity and linkability of SIP VolP identity”

Marian Novotny and Peter Kempec, “An anonymous balloting system for evaluation of
students' comprehension of lecture”

Marian Novotny and Rastislav Krivo$-Bellus, “Design and analysis of a protocol for
anonymous sociometric questionnaires™

Workshop 14: Identity Management
(Room MATISSE, Chair: Erik Wastlund)

Arnold Roosendaal, “Digital Personae and Profiles as Representations of Individuals”

Benjamin Kellermann and Immanuel Scholz, “Anonymous Credentials in Web
Applications — A Child’s Play with the PRIME Core”

Markus Hansen and Ina Schiering, “Multilateral Privacy in Clouds: Requirements for
Use in Industry”

16:00-16:15: Summing up the day (room MATISSE)

17:00: Visit of the city Nice



Friday, 11" September 2009:
Main topic: Privacy Research Directions

Keynote session VIII:
(Room MATISSE, Chair: Andreas Pfitzmann)

9:00-10:00: Keynote speech: Angela Sasse (University College London):
“Why less data means better business”™

10:00-10:55: Parallel workshops

Workshop 15: Economic Aspects & Industrial Requirements
(Room CHAGALL,; Chair: Penny Duquenoy)

Lothar Fritsch, “Business risks from RFID in tracking, tracing and logistics”

Workshop 16 incl. the Rump Session (for late submissions/ work of progress

presentations)
(Room BONNARD-CEZANNE, Chair: Diane Whitehouse)

Vikas Kumar, “ICT Banking for the Illiterate Rural Customers”

loannis Agrafiotis, Sadie Creese, Michael Goldsmith, and Nikolaos Papanikolaou,
“Reaching for Informed Revocation: Shutting Off the Tap on Personal Data™

and others.

10:55-11:20: Coffee

11:20-12:40: Panel Session: Privacy Research Directions

Room MATISSE, Chair: Marit Hansen

Panel participants: Angela Sasse, Charles Raab, Refik Molva, Caspar Bowden, Penny
Duquenoy, Andreas Pfitzmann

12:45-13:00: Summing up, Closing Session
13:00-14:30 Lunch

- End of Summer School -
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