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Abstract. Identity has become a central theme in modern philosdpttiis
paper we are not concerned with the logic and metaphysics raftygdeor
with questions of personal identity. We address a part afttiies of identity
in the light of ubiquitous modern technologies of identity mamesgye. In
many practical contexts it is a forensic' and 'biographiaion of identity
and identification that is often prominent and morally prolalééen Persons
identify themselves and are identified by others; they ptebemselves as
having certain properties, others scrutinize their selégmtations and form
alternative representations of them, either in- or outsidendl or
administrative systems. Persons are consequently delt invilegal and
administrative contexts (and increasingly also in privatergs) on the basis
of formal representations and sets of characteristictatistical profiles. In
this paper we articulate a basic moral justification donstraints on how
persons may be represented and identified in identity managegstems by
explicating Bernard Williams' suggestion that respect gmsqgns implies a
particular form of identification, which we term "moradentification". Moral
identification in this sense implies the identificatidnaoperson as someone
who engages in self-identification.

1 Introduction

There is an increasing need for identification and itientinanagement.
Globalization, mobility, and international terrorism hageently added to the desire
of many to be clear about individual identities in ordekrtow “who is who” on the
internet, on the road, at airports, and in the shopssi@erable investments are
being made by governments and businesses around the worldrthignously
establish identities of citizens and customers and to ks much as possible about
them. Both in the public and in the private sector “tdgnmanagement
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technologies” are used for that purpose. They allow onmdnage identities of
persons in two different senses. First, they managadtess of persons to physical
spaces, to knowledge, information and communicationstrfretures and to a broad
range of services. They do so on the basis of theifgesftindividuals and their
associated authorizations for access. Secondly, igem@ihagement technologies
enable the storage of elaborate digital representatibmdividuals in databases for
a broad range of uses. Individuals are now increasingdyed on the basis of these
representations; The treatment they receive, the thimgyg are entitled to, their
rights, accountabilities, the opportunities they aremgiand the limitations that are
imposed upon them are shaped by the way their identitiesoagrued and used.
The example of an identity management system used ipdpiar is the Electronic
Health Record that is being developed in the Netherlamdggulating data streams
between caregivers in the health settdihere are also numerous databases and
future (commercial) identity management systems whidleatoand store data for
various purposes, including some not yet envisioned.

Hundreds of agencies and thousands of databases keepnfilgzens in the
West. The digital representations of them are assumee fgobd enough for a
rapidly growing number of practical purposes. More and noften organizations
act upon what a record, a file, a data set or a prigidlds them to believe about a
particular person. Categories, descriptions and models atmaly imposed on
individuals’ identity information. We know what dramatimonsequences the
availability of labels like ‘jew’, ‘hutu’ and ‘tutsi’ ad ‘white’, ‘black’ , ‘honorary
white’, ‘coloured people’ in administrative identity mgeaent systems can have
for those concerned. In political, military and radaanflicts, but also in everyday
practices in the insurance and the financial worldfilpsy postal codes, income
data, educational records, and a wide variety of beta\viaticators are used to sort
and classify people.

Neuro-images, genetic information and other biometaia dhay in the future be
included as an annex to the biography of individuals or aliesctly linked to
computer networks, architectures and databases. Governnagencies
understandably want to know who the tax evader is, whgéhial rapist is, and who
has a tendency to become one, but also - on a morevpasite - they want to know
who is among worst off in society and in need of asce.

In this paper we set out to articulate moral reasams cbnstraining the
management of identity by others than the person whosttidis at stake. What do
we owe to people when we are dealing and tinkering with fideintities by
representing them, changing their representations #ipresentations, or acting on
the basis of these representations?

! This identity management system is carefully designed &pecific purpose, confining the
span of control over data to the health domain. Our argumesd]ess to say, is on a more
general level towards identity management systemsefdierthe example may not cover
our argument in full depth, though it will illustrate our mpuwint.
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1.1 TheElectronic Health Record?

An example of an identity management system now being amelis the
Electronic Health Record in The Netherlands. Ministrggsyjernment agencies and
others are working on a national identity management myshat will enable
caregivers to share patient data via electronic commiimicaDifferent health
organizations can add and exchange health related dataaupivigter system, the
National Switch Point (LSP), routing and authorizing adademands. This
information is kept and filed under a national identifimatnumber, the Citizen
Service Numbér Although the design of this identity management systestills
ongoing and the architecture hasn’t yet reached its fimad, fit can be assumed from
pilot tests that are now being done that the architectult be designed handling
data in a decentralized way and providing patients patteo€ontrol over their own
data. The Electronic Health Record will be individuabcessible for patients, e.g.
by using their Citizen Service Number in combination withersonal code. As we
will argue, ‘moral identification’, the moral concemnith identity management
discussed in this paper, is something to be kept in mind abrapleting the design
of this particular identity management system.

2 Data protection from the perspective of moral autonomy

2.1 Moral autonomy

Information technology (IT) has become part of our diilgs and is no longer a
merely enabling technology. It is constitutive, itgoartly (re-)constitutes the things
to which it is applied. Therefore it shapes our practidessourses and institutions in
important ways. One of the most prominent and sensitigas is the processing of
personal data and the protection of personal privacy. Exargh there are multiple
reasons to support data protection, we will focus orahartonomy — and especially
moral identification - in this paper. It is argued by soime fprivacy is a necessary
precondition for (the development of) moral autonomy [tLprovides a safe place
and as well as the freedom to experiment in order to dig\aetd protect a personal
identity. The development and continuous adaptation of wheovawe to be and who
we want to become are both fundamental to and expnassf our moral autonomy.
We argue that moral autonomy, i.e. the capacity tgehaur own moral

biographies, to reflect on our moral careers, touatal and identify with our own
moral choices, without the critical gaze and interfegeofcothers and a pressure to
conform to the ‘normal’ or socially desired identitiesspne of the moral reasons for
constraining identity management by othersmAral person is engaged in self-
definition and self-improvement, and experiences the norengressures which
public opinion and moral judgements of others exert orpénson to conform to a

2 In Dutch: Elektronisch Patiént Dossier (EPD), for moraeforimation see

http://www.minvws.nl/images/fo-dutch-approach_tcm20-146105.pdf

% In Dutch: Burger Service Nummer (BSN).
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socially desired identity. Information about Bill, whethfully accurate or not,
facilitates the formation of judgements about Bill. Judgets about Bill, when he
learns about them, when he suspects that they are oraféars that they are made,
may bring about a change in his view of himself, may iacim to behave and feel
differently than he would have done without them.

To modern contingent individuals, who have cast asidddias of historical
necessity, living in a highly volatile socio-econongavironment, and a great
diversity of audiences and settings before which thekentheir appearance, the
fixation of one’s moral identity by means of the judgements oérsths felt as an
obstacle to ‘experiments in living'[2], as Mill calledetim. This is what happens
when one is applying for a job and confronted with - {pbg®ven judged or pre-
screened on the basis of - personal experiments on tér@dh by means of chat
boxes, You Tube videos, gaming and other activities that peghep ‘googled* by
the potential employer. Or, in the case of the Eledtrblealth Record, data is stored
in the record and directly retrievable revealing prefees of the past that one does
not (fully) support any longer or wishes to be associai¢d, e.g. a visit to the
general practitioner concerning the treatment of geciad piercing.

The modern individual wants to be able to determine élfmsorally or to undo
his previous determinations, on the basis of more profxgeriences in life, or
additional factual information. As Newton Garver ajly it:

“Contemporary freedom and choice go farther than Milpeated — we all chose
our identities, and make that choice from among a tggaemus set of data, (...) we
rarely choose our nationality, sex or religion, but wectoose to make these data
part of our identity”[3]

The conception of the person as being morally autonspas being the author
and experimenter of his or her own moral career, provalgsstification for
constraining others in their attempts to engineer andttjirer indirectly shape the
subjects identity. The fixation of one’s moral identity diyrers than oneself should
be prevented in the design of identity management systachghair regulatory
framework. This is done by holding on to the requirencérinformed consent and
notification for the processing of the individual's aldf there are domains where for
obvious reasons individuals in well-ordered societies camatlowed to write their
own biographies from cover to cover, they at least shbalallowed to write those
parts that are amenable to it and to be given an oppgrtoraiuthorize the parts that
were or had to be written by others.

For the example that we use of the Electronic Healttofledhis works out as
follows: Patients should be notified and/or asked for theinsent when
adding/collecting/processing their data in the system.eMaer, they should have
individual access in order to control what informatisrbeing kept so that they can
become aware what the possible implications of dathagge may be. Imagine for
example cases where sensitive information regarding pgibal health or birth
control is accessible/available. The fixation of 'sn@oral identity could concern

* Term used in popular everyday language referring to thefusee Google search engine
(www.google.com) to get to know more about a personugest).
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categories such as: ‘depressed’, ‘unstable’, or ‘proneigs’, but also risk categories
concerning a particular disease.

2.2 Moral identification

In his analysis of privacy and shame, Velleman states itittviduals have a
fundamental stake ‘in being recognized as a self-presetragure, an interest that
is more fundamental, in fact, than your interest in gmésg any particular public
image’. [4] Events can be shameful for someone if thegpein question is not able
to present him- or herself as he or she wishes. ridermines his or her status as a
self-presenting individual. [4] ‘When something privat®at you is showing, you
have somehow failed to manage your public image, and so an inagequgur
capacity for self-presentation is showing as well, piddly undermining your
standing as a social agent'.[4] Privacy norms are — dicaprto Velleman —
implicitly ‘norms of competence at self-presentatiti’.

This is also the case with victims of stereotypiigytare being characterized in
a way ‘that leaves no room for self-presentation.’[din8one being characterized
for example on the basis of ethnicity, doesn’t havieébashamed because of his or
her (ethnic) background, but rather because he or skserégmkesented as ‘less than
the master of his self-definition and therefore tbss a socially qualified agent.’[4]
Shame is ‘the anxious sense of being compromised in spHpresentation in a
way that threatens one’s social recognition as a seHepmting person.’[4]
Velleman’s analysis of shame shows that interventioribe identity management
and self-presentation of a person by others can conmgedime status of a person as
a social agent.

A further explanation for the importance of respect forahautonomy may be
provided along the following lines. Factual knowledge of paeson by another is
always knowledge by description. The person himself howelegs not only know
the facts of his biography, but is the only person verecquaintedwith the associ-
ated thoughts, desires, emotions and aspirations. Howletaited and elaborate our
files and profiles on Bill may be, we are never dableefer to the data-subject as he
himself is able to do. We may only approximate his kndgée and self-
understanding.

Bernard Williams has pointed out that respecting a persorolves
‘identification’ in a very special sense, which we reéfeas ‘moral identification’.

“(...) in professional relations and the world of wogkman operates, and his
activities come up for criticism, under a variety of pssienal or technical titles,
such as ‘miner or ‘agricultural labourer’ or ‘junioxesutive’. The technical or
professional attitude is that which regards the man soteder that title, the human
approach that which regards him as a man who has that(dinong others),
willingly, unwillingly, through lack of alternatives, witpride, etc. (...) each man is
owed an effort at identification: that he should not tgaréded as the surface to
which a certain label can be applied, but one shoultbtgee the world (including
the label) from his point of view”[5].
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Moral identification thus presupposes knowledge of the point of view of the
data-subject and a concern with what it is for a petgdive that life. Persons have
aspirations, higher order evaluations and attitudes aydstie the things they do in a
certain light. Representation of this aspect of perseams exactly what is missing
when personal data are piled up in our data-bases and pensomepresented in
administrative procedures, compare the categories onebeaassigned to by
combining health data from the Electronic Health Datthout the appropriate
contextual data.

The identifications made on the basis of data on perfsdinshort of respecting
the individual person, because they will never matchidbetity as it is experienced
by the data-subject. It fails because it does not conaditbe other on his own
terms. Respect for privacy of persons can thus be sdgave a distinctly epistemic
dimension. It represents an acknowledgement that infessible to really know
other persons as they know and experience themselvas.ifime could get it right
about moral persons at any given point in time, by exbfbéxtraordinary empathy
and attention, then it is highly questionable whetherd#ita-subject’s experience of
himself, as far as thdynamicsof the moral person is concerned, can be captured and
adequately represented. The person conceives of himselfying to improve
himself morally. The person cannot be identified, nohdrehe sense articulated by
Bernard Williams, with something limited, definite ancclhianging. This point was
by the French existentialist Gabriel Marcel:

“(...) a person should definitely not in any way be coregao an object, which
we can say isherg i.e., is given and present before us, and is part afitsrently
denumerable collection, or even is a statisticahela (...)"[6]

The person always sees itself as becoming, as smgétiat has to be overcome,
not as a fixed reality, but as something in the makinmesioing that has to be
improved upon:

“The person sees him- or herself much less as a lefimgas a will to transcend
the totality of what he or she is and is not, i.eceality which he or she feels
genuinely committed to and involved in but which failsatisfy her, because it falls
short of the aspirations he or she identifies wis{°.[

As Marcel puts it, the individual’s motto is nsetim(l am) butsursum(higher).
The human person has a tendency not to be satisfiede lontdhe is always aspiring
to improve him or herself. Always on his or her walpmo Viator This is also

® Translated by Manders-Huits. Original quote: “(...)ailidra dire que la personne ne saurait
étre assimilée en aucune maniere a un objet dont nous pouwwns'diest la, c'est-a-dire
gu’il est donne, present devant nous, quil fait partie d'undecttbn par essence
denombrable, ou encore qu'il est un element statistique (...)

® Translated by Manders-Huits. Original quotElle se saisit bien moins comme etre que
comme volonte de depasser ce que tout ensemble ellesistréest pas, un actualite dans
lagquelle elle se sent a vrai dire engagee ou impliques, quane la satisfait pagjui n'est
pas a la mesure de I'aspiration avec laquelle elle s’idefitifie
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suggested by Berlin: “what | may seek to avoid [is to be]uffitsently
recognized,... a statistical unit without identifiable ... purgosé my own.’[14]
Because we feel we have inaccessible qualitative aspéour own private mental
states, i.e. that we have hopes and purposes and shewmeéthing that it is like to
have them, which cannot be known from the outside, wstiaos epistemic modesty
on the part of others in claiming to know who we areode actively involved in the
management of our identities. Moreover, we see ourselge®ur own moral
projects, subject to moral development and capable of nmopabvement, so the
results of the management of our identities seems a prexnfixations of what is an
essentially dynamic project.

Respect for persons in the field of identity managemewblves epistemic
modesty in explicit or implicit claims to know who soome is. Individuals resist
quite understandably the pretense which seem to be indranéhe identity
management technology and implied in its very idea, teetfest that they can be
fully known.

“...the apprehension of the mind of another person mag tnly count as
knowledge to the extent that it can approximate to this &frelvareness... such an
approximation can never be more than a very distant dbje”[

When a person is considered as ‘one person among othisrattitude and self-
directed reactive attitudes (his shame or shamelessngsgsses the kind of person
he is. It is the sort of thing we take into account@termining how we feel about
him. Moran argues that not doing so would be wrong sinesmutid be failing to
respect the “total evidence” of the case. For respgnth what he did with shame,
pride or gratitude constitutes a new facts about him¢lwhre morally salient and
provide part of the total evidence of who he is. Anythiegs would not only be
wrong, but also epistemically irresponsible. [16]

3 Conclusion

Therefore, where we cannot leave it completely up dividuals to write their own
autobiographies and design their own identities in idemighagement systems,
since some facts about individuals need to be stazéar@ind cannot be under the
control of the subject, we argue that they have a tmhuthorize and correct, when
and where appropriate. Moreover, the parts of individiddsitities that need to be
managed by others for reasons alluded to above, require nhotcareful and
thorough identification strategies for the sake of amtyiand completeness, but also
require attempts at ‘moral identification’ in Williamsense. Returning to the
example of the Dutch Electronic Health Record, we esedtinat patients are to be
given the opportunity of control over their data asrnded. They should be
encouraged to verify and manage their data, in order tp kemtrol over their
(perceived) identities and to prevent the patients asops in this identity
management system to become patients as numbers.
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