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Facebook
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The most popular SNS in Europe

“… online communication platforms which enable 

individuals to join or create networks of like-minded 

users.”

 in all European countries:

http://centralillinoisproud.com/media/jpg/facebook2009-04-21-1240343633.jpg
http://images.google.be/imgres?imgurl=http://www.iqq.nl/blog/media/1/20090419-10432_hyves_117.gif&imgrefurl=http://www.iqq.nl/blog/&usg=__4rm4FKDyoNielPNy9MlBJoy30iw=&h=470&w=470&sz=61&hl=nl&start=2&tbnid=pcZ-_Uxc_EBqJM:&tbnh=129&tbnw=129&prev=/images%3Fq%3Dhyves%26gbv%3D2%26hl%3Dnl
http://images.google.be/imgres?imgurl=http://www.meritum-news.com/NAUKA/wp-content/uploads/2009/03/nasza-klasa.png&imgrefurl=http://www.meritum-news.com/NAUKA/%3Fp%3D411&usg=__oW21BVdfPYxUCizYp4Yl4WAg2gM=&h=260&w=260&sz=21&hl=nl&start=2&tbnid=vJE7NJgeed1nZM:&tbnh=112&tbnw=112&prev=/images%3Fq%3Dnasz%2Bklasa%26gbv%3D2%26hl%3Dnl
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Facebook – number of active users

 More than 250 million active users 
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Facebook – member of Safe Harbor Program

“We participate in the EU Safe Harbor

Privacy Framework as set forth

by the United States

Department of Commerce.”
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Safe Harbor Program
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Safe Harbor Program - origins

 Transfer of data from EU to other countries 

which do not guarantee an adequate level of 

protection is prohibited

 Art. 25.6 DPD allows for transfers of data to 

third countries under a presumption of 

adequacy of protection for data
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Safe Harbor Program

RESULT: 

 possibility to transfer data from Europe to US 

companies participating in the program

 protection of data in the US by the adequate 

principles

 enforcement conducted in the United States (as 

opposed to Europe)
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Transfer of data to third countries
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Transfer of personal data

Controller
Controller/Processor

Disclosure to a 

third party 

(≠ data subject)

Personal data Personal data

Source: Fanny Coudert, 

International Transfers of Personal Data, 07.04.2008
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International transfer of personal data

border
Controller

(Country A)

Controller/Processor

(Country B)

Data Flow

Data 

Subject

Data Flow

INTERNATIONAL TRANSFER OF 

PERSONAL DATA

Source: Fanny Coudert, 
International Transfers of Personal Data, 07.04.2008
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Facebook: Disclosure from the data subject to 
the controller

ControllerData Subject

This is not a a transfer of personal data

Personal data

Source: Fanny Coudert, 
International Transfers of Personal Data, 07.04.2008
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Interim Conclusion #1

Subscription to Safe Harbor does not 

imply a commitment to compliance 

with the EU law!

Only a commitment to compliance

with the US voluntary program!

http://15mmvsf.bagofmice.com/web_photos/finger_pointing_OW.gif
http://15mmvsf.bagofmice.com/web_photos/finger_pointing_OW.gif
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Art. 4. 1 DPD
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Art. 4.1 (c )DPD -The specific choice of law rule

 Application of the national provisions to the 

processing of personal data

 where the controller is not established on 

Community territory and, 

 for purposes of processing personal data makes 

use of equipment, automated or otherwise,

 situated on the territory of the said Member 

State
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What is equipment?

 at the disposal of the controller for the 

processing of personal data 

 does not have to be a full control 

 the controller determines which data are 

collected, stored, transferred, altered etc., in 

which way and for which purpose 
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Cookies
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Application of EU data protection law to non-
EU based websites 

 the national law of the Member State where the 

user’s personal computer is located applies

 to the collection of his personal data 

 by placing cookies

on his hard disk.

http://images.google.be/imgres?imgurl=http://www.dzignsbymike.com/images/muralCookieMonster.JPG&imgrefurl=http://www.dzignsbymike.com/murals.html&usg=__wEy7UxE-ZdQDg6KrAJo4oD6b4vo=&h=576&w=504&sz=304&hl=nl&start=161&um=1&tbnid=tI3TKxGQHJNrpM:&tbnh=134&tbnw=117&prev=/images%3Fq%3Dcookie%2Bmonster%26ndsp%3D21%26hl%3Dnl%26sa%3DN%26start%3D147%26um%3D1
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Art. 4.1 (c )DPD - Consequences:

 Protection of EU users when dealing with any 

website using cookies

 Requirement to comply with each national data 

protection law of every Member State when the 

website’s users are located

 For Facebook: a necessity to comply with all 

national data protection laws of 27 MS 
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Art. 4.1 (c ) DPD - Criticism:

 Not pragmatic,impossible burden

on the other hand 

 Standard requirement in an off-line setting
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Application of EU data protection law to SNS:

 The provisions of the DPD apply to SNS 

providers in most cases

 even if their headquarters are located outside of 

the EEA.
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Limits of the cookie solution: 

 Art. 5.3 e-Privacy Directive

 storage of information in the terminal equipment 

of a user

 is only allowed on condition that the user

 is provided with clear and comprehensive 

information

 and is offered the right to refuse such processing 

by the data controller
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Paradoxically… 

 The user can refuse a cookie in a belief that he’s 

protecting his own privacy

 through that, he deprives himself of the 

protection granted by the provision of art. 4. 1(c )
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Interim Conclusion #2

The protection spread over user 

by art. 4.1 (c ) is uncertain!

User can remove the protection

shield of his national data protection

law when refusing installation of cookies! 

http://15mmvsf.bagofmice.com/web_photos/finger_pointing_OW.gif
http://15mmvsf.bagofmice.com/web_photos/finger_pointing_OW.gif
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Enforceability
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More problems with art. 4.1 (c ) - enforceability

Application of the national data protection law

≠
Enforcement of the judgment



September 9, 2009

More problems with art. 4.1 (c ) - enforceability

 The objective: to ensure that individuals receive 

protection of their national data protection laws 

 necessary

 makes sense 

 a reasonable degree of enforceability having 

regard to the cross-frontier situation involved 
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Enforceability problems:

 Very unlikely

 undermining of the general respect for data 

protection law 

 a violation of international law 
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Interim Conclusion #3

Enforcement of a judgment 

based on national data protection

law of a user, through

art. 4.1 (c )DPD

is uncertain!

http://15mmvsf.bagofmice.com/web_photos/finger_pointing_OW.gif
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Conclusion
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Final conclusion – Safe Harbor

 No EU controller 

 No transfer of data 

 Facebook’s participation in the Program does 

not imply compliance with the EU data protection 

law
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Final conclusion – cookie provision

 Many weaknesses:

- Too heavy burden

- Weak chances of enforcement

- Protection can be eliminated by unaware users

 No legal certainty, no guarantee of protection
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