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ULD: Supervisory authority

• Data Protection Authority (DPA)
for both the public and private sector,
enforcing the General Data Protection 
Regulation (GDPR)

• Also responsible for freedom 
of information

• For individuals:
 Right to lodge a complaint [Art. 77 GDPR]
 DPA service free of cost
 Right to effective judicial remedy 

against a supervisory authority [Art. 78 GDPR] 
 Representation

[Art. 80 GDPR]
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AI and Data Protection – DSK 2019
(DSK = German DPAs)
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https://www.datenschutzkonferenz-online.de/media/en/20191106_positionspapier_kuenstliche_intelligenz.pdf
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AI and Data Protection – DSK 2019
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https://www.datenschutzkonferenz-online.de/media/en/20191106_entschließung_KI_DSK.pdf

DPA documents from the category
“Hey, everybody, want to know how to 
do it right? Here’s some advice! :-)”
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AI Model – personal data?
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https://royalsocietypublishing.org
/doi/abs/10.1098/rsta.2018.0083
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GDPR – Principles
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Art. 5 GDPR – Principles relating to 
processing of personal data

(1)
a) Lawfulness, 

fairness and 
transparency

b) Purpose limitation
c) Data minimisation
d) Accuracy
e) Storage limitation
f) Integrity and confidentiality ( security)

(2) Accountability
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Challenges in all phases:
Training, optimizing, calibrating, 
filtering, usage, correction, …

For all kind of users, e.g. journalists, 
business users, researchers, patients, 
children
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GDPR: Is it always Art. 6 (1) f?
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GDPR: Right to object
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Caveat:
Art. 6(1)f & Art. 21 GDPR: 
Is that kind of opt-out an 

option in practice?
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GDPR: No blind automated decision
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Art. 13 (2) f GDPR
Art. 14 (2) g GDPR
Art. 15 (1) h GDPR

See ECJ – C-634/21 – SCHUFA 
Holding and Others (Scoring)
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Example 1: “Gender penalty” 
in AI systems for fraud detection
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https://www.wired.com/story/welfare-state-algorithms/
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Justin-Casimir Braun, Eva Constantaras, Htet Aung, Gabriel Geiger, Dhruv Mehrotra, and Daniel Howden: 
Suspicion Machine Methodology, 2 March 2023, 
https://www.lighthousereports.com/methodology/suspicion-machine/
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Example 2: SyRI & Article 8 of the ECHR

SyRi: System Risk Indicator – The Hague District Court
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https://uitspraken.rechtspraak.nl/#!/details?id=ECLI:NL:RBDHA:2020:1878
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https://uitspraken.rechtspraak.nl/#!/details?id=ECLI:NL:RBDHA:2020:1878

So:
Who should be able to look 

into the risk model? Data protection impact 
assessment (see participation 

in Art. 35 (9) GDPR)?
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Example 3: ChatGPT

• Large Language Models – NOT: Knowledge Base

• For many discussed purposes “unreliable by design”
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ChatGPT probs: Fake news, made-up sources

AI and Data Protection – Challenges 19

Overview

1. Looking into the GDPR

2. AI examples & data 
protection

3. Challenges for 
controllers & processors

4. Challenges for 
supervisory authorities

5. Challenges for system 
design

6. Conclusion https://www.washingtonpost.com/tech
nology/2023/04/05/chatgpt-lies/ https://newrepublic.com/article/172454/great-ai-hallucination-chatgpt
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Sensitive GPT usage scenarios
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orders-all-ai-generated-content-must-be-declared-and-checked/
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Example 4: 
Snapchat with focus on kids
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Remark: AI is named “Jeff”
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Example 4: 
Snapchat with focus on kids
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Image: Alexas_Fotos via Pixabay

Fear of supervisory
authorities: 
High fines possible

Sufficient risk mitigation
possible?
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Federal Trade Commission’s bans
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https://digiday.com/media/why-the-ftc-is-forcing-tech-firms-to-kill-their-algorithms-along-with-ill-gotten-data/
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Ban due to the risk of data disclosure
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https://www.bloomberg.com/news/articles/2023-05-02/samsung-bans-chatgpt-and-other-generative-ai-use-by-staff-after-leak
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How to supervise? – E.g. OpenAI

• Which supervisory authority is competent?
 No main establishment in the EU
 Thus: all supervisory authorities
 In Germany: all State supervisory authorities

• How to investigate?
 Gathering information (Art. 58 (1) (b) GDPR)
 Harmonised approaches advisable, e.g. joint 

questionnaires

• Corrective powers … depending on the findings
AI and Data Protection – Challenges 26
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OpenAI investigation

Catalogue of questions (DE / EU)
• Principles of data protection
• Lawfulness
• Data subject rights
• Data protection by design and by default
• Daten protection impact assessment
• Specific protection for children
• Data transfer
• Use by other services or companies

Since April 2023
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https://www.datenschutzzentrum.de/chatgpt
https://uldsh.de/chatgpt-fragen
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OpenAI investigation (DE)
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LLMs: Sources of training data + methods
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• Several data sources for Large Language Models (LLMs), mainly EN

• Reinforcement 
Learning with
human feedback

• Proximal Policy
Optimization: 
human selection
of best answers

Source: Alan D. Thompson, March 2022, https://lifearchitect.ai/whats-in-my-ai/, 
June 2023, https://lifearchitect.ai/the-sky-is-entrancing/
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Protection by “opting out”?
Robots.txt // “noai” flag
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https://www.theverge.com/2022/11/15/
23449036/deviantart-ai-art-dreamup-

training-data-controversyhttps://www.theverge.com/2023/8/7/23823046/openai-
data-scrape-block-ai
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Protection by “removal”? Effects unclear
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https://share.hsforms.com/1UPy6xqxZSEqTrGDh4ywo_g4sk30
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Protection by “unlearning?” (research!)
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https://github.com/jjbrophy47/machine_unl
earning



www.datenschutzzentrum.de

Protection by “filtering”?
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https://github.com/LDNOOBW/List-of-Dirty-
Naughty-Obscene-and-Otherwise-Bad-Words
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Protection by “filtering”?
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Related: 
Google’s autocomplete
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https://en.wikipedia.org/wiki/Judgement_of_the_German_Federal_Court_of_Justice_on_Google%27s_autocomplete_function
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How to design?

• Law

• Technology

• Society
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Upcoming AI Act – risk-based approach
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/excellence-and-trust-artificial-intelligence_en
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Upcoming AI Act – risk-based approach
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EP Proposal for AI Act: Foundation models
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https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/CJ40/DV/2023/05-
11/ConsolidatedCA_IMCOLIBE_AI_ACT_EN.pdf
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AI Act Schleswig-Holstein
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https://www.youtube.com/watch?v=a0cMsu9xQrQ
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AI Act Schleswig-Holstein

• IT-Einsatz-Gesetz (IT usage act)

• With some risk levels depending on the degree of 
autonomous decision by the AI

• Citizens can issue a complaint if they feel wrongly treated 
by an AI

• The act will have to be changed as soon as the AI Act 
comes into force
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“Have I been trained?”
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https://haveibeentrained.com
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Raising the costs of 
malicious image editing
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https://news.mit.edu/2023/using-ai-protect-against-ai-image-manipulation-0731

https://time.com/6266606/how-to-spot-deepfake-pope/Source image courtesy
@art_is_2_inspire via Instagram
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AI and Data Protection – Challenges

Computer 
says YES!

Image: Gerd Altmann via Pixabay 44
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Immediate 
effects vs. too-
late remedies

Security 
by design

Data protection
by design

Fairness by 
design (who

defines?)
Incentives for
human risk
perspective?

R&D, e.g. 
explainable AI

Infrastructures!
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Related development:
Is-a-(unique-)human-being?
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6. Conclusion https://theconversation.com/worldcoin-is-scanning-eyeballs-to-build-a-global-id-and-finance-system-
governments-are-not-impressed-210980
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Conclusion: unchartered territory

• AI systems: moving targets

• Importance of AI Act

• Joint investigations necessary
 Data protection
 Youth protection
 Copyright protection
 Antitrust matters
 Consumer protection
 Liability – insurances necessary?

• How to achieve that those who ignore the law are better off?
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Image: Tumisu via Pixabay


